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Abstract

This thesis addresses two key challenges in designing safe and reliable Autonomous Vehicles
(AVs): evaluating the performance of vehicle controllers across di erent scenarios and
designing safe vehicle controllers that can manage unreliable perception.

Testing is essential for AVs as it helps identify potential aws in controllers that could
lead to unsafe actions, and it assists designers in debugging. However, testing is a complex
process that involves integrating resources like simulators and various modules, including
controllers and perception systems, which is often a cumbersome task. To simplify this, we
propose a continuous testing pipeline that automates the evaluation of controllers in diverse
simulation environments and provides developers with feedback to continuously improve
their controllers. Our continuous testing pipeline has supported over 100 student developers
from various universities, enabling them to test their controllers automatically.

Designing controllers with learning-based perception is also crucial, given the popularity of
learning-based perception for its scalability. Nevertheless, many existing controller synthesis
algorithms assume perfect perception, overlooking the fact that perception can be unreliable
and that perception errors can lead to unsafe control actions. To address this, we introduce a
two-step approach: an o ine phase that identi es perception uncertainties using a preimage
perception contract, followed by the real-time implementation of a risk heuristic to ensure
safe control. Our simulations, conducted in various adaptive cruise control scenarios across
di erent tracks and weather, have demonstrated the e ectiveness of this strategy, resulting
in a 73% reduction in safety violations such as collisions and lane departures caused by

unreliable perception.
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Chapter 1

Architecture of Autonomous

Vehicles & Design Challenges

The design of Autonomous Vehicles (AVs) has attracted signi cant attention in both academic
research and industry development, driven by their potential to revolutionize transportation,
enhance safety, and improve e ciency. Waymo, a leading company specializing in L4-level
autonomous vehicles, has successfully launched hundreds of unmanned taxis across two major
cities (as shown in Figure 1.1), San Francisco and Phoenix, and reported an 85% reduction
in crash rates involving injuries compared to human driving benchmarks [1]. Another study
by the Center for Sustainable Systems at the University of Michigan emphasizes that AVs,
when integrated with Al technologies, are expected to reduce vehicular crashes caused by
human error by 90%, potentially saving approximately $190 billion annually [2]. Additionally,
research suggested that Al algorithms assist AVs in enhancing eco-driving practices, reducing
energy consumption by up to 20% [3], and are also believed to increase passenger comfort by
minimizing sudden maneuvers, such as harsh acceleration [4].

The advancement of AVs is supported by a broad array of State-of-the-Art Arti cial

Intelligence (Al) software elements.



Figure 1.1: Waymo simulation uses sensors, including cameras and LiDARs, to reconstruct the
environment. This below gure shows the view captured by the camera while the above gure
depicts the reconstructed environment, with detected humans and vehicles denoted in blue, the
crosswalk in white, and the planned trajectory shown in green.

1.1 Software Elements

This section introduces various elements employed in the software design of AVs, which
generally encompasses perception, planning, and control components, as illustrated in Figure
1.2.

The perception module leverages raw data from sensors, such as cameras and LiDARS, to
interpret the environment, which involves estimating lane positions and the relative pose of
obstacles from raw image arrays and point cloud data. The planning module then uses this
data to devise a safe and viable trajectory. Subsequently, the control module determines the
necessary maneuvers, including throttle, brake, and steering inputs, based on the planned

trajectory.

Figure 1.2: The Autonomous Vehicle Design Pipeline



1.1.1 Perception Module

The perception module is critical as it forms the foundation for planning and control.
Inaccuracies in perception can propagate errors, leading to unsafe scenarios. Modern
perception modules in AVs typically utilize Machine Learning (ML) due to their scalability
and rapid inference capabilities.

YOLO (You Only Look Once) [5], a widely used object detection system, e ciently
estimates bounding boxes for tra ¢ signs, pedestrians, and vehicles. YOLO processes object
detection as a single regression problem, converting image pixels directly into bounding box
coordinates and class probabilities. This e ciency is crucial for real-time applications in
AVs. LaneNet [6], designed for lane detection, employs a deep neural network, speci cally
a U-Net architecture, to accurately identify lane markings under various conditions. The
combination of semantic and instance segmentation enables LaneNet to e ectively handle
complex driving scenarios.

In addition to single-frame detection algorithms, tracking algorithms such as DaSiamRPN
[7] and Deep SORT [8] are essential for maintaining object consistency across frames. These
algorithms ensure that even if an object is temporarily obscured, it can still be accurately
tracked, enhancing the reliability of the perception module.

Moreover, libraries like OpenCV [9] facilitate the integration of complex perception algo-
rithms into the autonomous vehicle ecosystem, supporting the development and optimization

of these systems.

1.1.2 Planner Module

The planner module for autonomous vehicles is crucial for navigating complex environments
safely and e ciently. It can be broadly categorized into three types: sampling-based planners,
graph-based planners, and optimization-based planners, each with distinct methodologies
and applications.

Sampling-based planners, such aR®RRT [10], excel in navigating areas dense with

obstacles by iteratively re ning the path to the goal. Graph-based planners, like Hybrid



A [11], consider the vehicle's dynamics, o ering paths that are not only short but also
navigable. The Frenet Optimal Trajectory Planner [12] represents the vehicle's position in
terms of lateral and longitudinaldistances from a reference path or lane centerline, evaluates
multiple paths against a cost function, and selects the most optimal path, ensuring safety,
legality, comfort, and e ciency in navigation.

Furthermore, existing libraries (for example, pylot [13]) facilitate the integration of diverse
planning algorithms into the autonomous vehicle development pipeline, thereby broadening

the capabilities of AV systems.

1.1.3 Controller Design

Controller design in autonomous vehicles focuses on precision in following planned paths
while maximizing passenger comfort and safety.

PID controllers [14], fundamental yet highly e ective, adjust the vehicle's steering and
throttle based on the deviation from the desired path. They utilize proportional, integral, and
derivative components to correct errors, o ering a simple yet robust solution for trajectory
maintenance.

Pure Pursuit and the Stanley method [15] calculate the required steering angle to follow
the path, with adjustments based on vehicle speed and orientation, ensuring smooth path
tracking. Model Predictive Control (MPC) [16], a more advanced technique, predicts and
optimizes the vehicle's trajectory, accounting for future states and dynamic constraints,

thereby o ering a comprehensive solution for complex environments.

1.2 Technical Challenges: Safety & Reliability

Despite advancements in Al and ML technologies, safety challenges in AVs remain a signi cant
concern.

There are many di erent di erent driving scenarios due to variation in roads, weather
conditions, lighting, obstacles' and the vehicle's position. However, ensuring that AVs

remain safe under all scenarios is challenging. For instance, control algorithms may react



inadequately to scenarios where unexpected obstacles appear in road conditions. A notable
example from 2022 involved a Waymo Via truck operating in autonomous mode, which,
although not at fault, was forced o the road by another semi-truck with road rage [17].
This incident highlights the importance of comprehensive testing across diverse scenarios
because testing can reveal the vulnerability of AVs.

Furthermore, achieving awless perception in AVs is a formidable challenge and is
susceptible to failures, especially under adverse weather conditions or in low light. These
misinterpretations can lead to unsafe maneuvers. For example, in October 2023, a Cruise
unmanned vehicle collided with and subsequently dragged a pedestrian in San Francisco
because its perception system failed to detect the pedestrian [18]. In another incident in 2020,
a Tesla mistook a Burger King sign for a stop sign, nearly causing the vehicle to stop on a
highway [19]. This unreliable perception underscores the urgent need to develop controllers

that can operate reliably even with uncertain perception data.

1.3 Thesis Contribution: Continuous Testing & Con-
troller Compensation

In this thesis, we try to focus on two aspects to help improve the safety of autonomous
vehicles: continuous testing and designing controller for unreliable perception.
In Chapter 2, we focus on the controller testing problem for AVs and develop an open-

source continuous testing pipeline. The key features include:
It automatically evaluates controller designs across a multitude of scenarios.
It iteratively provides testing feedback to guide developers to improve controllers.

It comes with user-friendly code submission portal and leaderboard for displaying

results.

It is used by over 100 student developers across di erent universities to test their

controllers.



In Chapter 3, we focus on the controller design problem with imperfect perception, and

proposed a runtime controller correction method. The key features are:
~ It characterizes the perception uncertainties of the learning-based perception module.

" It synthesizes safe control action based on the perception uncertainty and a heuristic

function.

" Empirically it shows a 73% reduction in safety violations such as collisions and lane de-
partures caused by unreliable perception data in various Adaptive Cruise Control(ACC)

scenarios across di erent tracks and weather conditions.



Chapter 2

Continuous Testing Pipeline for

Autonomous Vehicles

In this Chapter, we are going to introduce the continuous testing pipeline, that speci cally
test the controller component of the autonomous vehicle by assuming perfect perception.
Section 2.1 motivates the continuous testing problem and listed some related work.
Section 2.2 explain the detailed design choices of the continuous testing pipeline. Section 2.3
describes two di erent applications with our continuous testing pipeline. Section 2.4 shows

the user experience and feedback. Section 2.5 concludes the work.

2.1 Design & Testing Techniques

Testing of vehicle design has recently emerged as a critical research topic [20] due to the
importance of ensuring safety. This section explores existing related work on vehicle design

and testing techniques.



2.1.1 Planner & Controller Design

Signi cant progress has been made in controller synthesis algorithms, which focus on
developing safe control algorithms assuming perfect perception [21]{[25]. CommonRoad
provides a platform for researchers to evaluate and compare their motion planners [26].

Given the variety of controllers and planners available, e ective testing is essential.

2.1.2 Testing through Falsi cation

Falsi cation research in vehicle systems aims to identify scenarios or conditions where a
vehicle's control systems might fail, thus uncovering bugs in vehicle designs that could lead to
failures. Cho and Behl from the University of Virginia propose using reinforcement learning
(RL) to generate failure examples and unexpected tra c situations for edge-case testing
[27]. Jha from the University of lllinois presents DriveFl, a machine learning-based fault
injection engine designed to identify critical faults impacting AV safety [28]. Corso and Du
have introduced an adaptive stress testing method to nd unavoidable failure scenarios by

solving a Markov decision process using reinforcement learning [29].

2.1.3 Field Testing

Field testing of autonomous vehicles involves conducting hardware experiments in specialized
facilities to evaluate system performance. Feng and colleagues at the University of Michigan
have developed an augmented reality-based testing platform, coupled with a scenario library
generation method, tested on an SAE Level-4 ADS vehicle at the M-City test facility [30].

Zhang and colleagues introduced a comprehensive evaluation methodology to assess the
performance of roadside perception systems using vehicles equipped with GPS-RTK at
Mcity [31]. However, hardware experiments can be time-consuming, risky, and in uenced by

external factors such as weather and visibility.



2.1.4 Vehicle Simulator

Simulation compensates for some disadvantages of eld testing, such as fewer hardware
constraints. The CARLA Simulator is an open-source platform that provides extensive
facilities for developing, training, and validating autonomous driving systems, including
sensor simulation and various urban scenarios [32]. Scenic, a domain-speci ¢ probabilistic
programming language, facilitates the design and testing of systems in autonomous vehicles
and robotics by allowing speci cations of scenario distributions [33]. The F1-Tenth simulator
integrates the Robot Operating System (ROS) and the Gazebo simulator to test vehicle
algorithms in a competitive racing context [34]. However, setting up these simulators can
also be challenging as they often require advanced technical skills and resources, such as

powerful GPUs and knowledge about Linux.

2.1.5 Continuous Integration

Research involving Continuous Integration (Cl) and continuous testing is crucial for advancing
the reliability and functionality of autonomous systems. Drake software highlights the
importance of automated unit testing in robotics for maintaining software quality [35]. Other
notable Cl frameworks combine version control tools, like GitHub, with build tools, like
AWS, to automate testing upon new code commits [36]. However, many of these advanced
testing frameworks are not open-source, limiting their accessibility to the wider research
community.

Inspired by the innovative work previously mentioned, this thesis aims to implement a
continuous testing pipeline for controllers in simulation, assuming perfect perception. This
pipeline is designed to be user-friendly and quick in producing testing results, requiring
minimal technical knowledge. The next section will detail the construction of this continuous

testing pipeline.



2.2 Design Choices of Continuous Testing Pipeline

Our continuous testing pipeline is architecturally composed of three distinct servers: the
submission server, the testing server, and the output server, depicted in Figure 2.1. The
code setup and instructions on how to replicate the continuous testing pipeline with three

servers could be found at this Github repository.

Figure 2.1: Block diagram showing the owchart of the code-level continuous testing pipeline. The
diagram highlight three main components: the submission server, the testing server, and the output
server. The controller submitted to the submission server by developers will be automatically trigger
the testing server for evaluation, and the output server will display the performance result on a
leaderboard website when the testing server nishes the testing process.

The submission server facilitates an interface for developers to upload their scripts to be
tested as well as some basic information. Following this, the testing server undertakes the
evaluation of the submitted scripts within varied simulation environments. Ultimately, the
output server is responsible for presenting the performance results of these evaluations on a
publicly accessible leaderboard website.

Our continuous testing pipeline primarily operates in the background, thereby alleviating
developers from the complexities of the testing process. Upon submitting their scripts via
the interface illustrated in Figure 2.2, developers can expect to receive email noti cations
regarding their submissions in a matter of minutes, and they can also view their performance

metrics displayed on the leaderboard website, as depicted in Figure 2.3.
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Figure 2.2: The website interface for the submission server, where developers could submit the
controller script for evaluation
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Figure 2.3: The leaderboard website with performance metric displayed as well as video log and
score.
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2.2.1 Submission Server

The rst stage of the automated testing pipeline is the submission server. The purpose of this
server is to provide a modern user interface for developers to easily submit their les, which
are then securely stored on a server and later retrieved by the testing server for processing.

The website interface, shown in Figure 2.2, facilitates le submission and can be accessed
here. Should this link become inactive, a cached snapshot of the website as of March 25,
2024, is available here.

Our website o ers a straightforward platform where developers can submit their scripts
along with their email addresses. The front end uses HTML and Bootstrap CSS to ensure the
site is navigable and aesthetically pleasing on any device, from smartphones to desktop com-
puters. Bootstrap's responsive design features help maintain alignment and responsiveness
without the need for extensive custom CSS.

The back end is powered by the Python Flask web framework, which serves dual purposes:
it renders the HTML page when someone visits the site (using a GET request) and processes
the data when a user submits a script along with their email address (using a POST request).
Upon submission, the Flask server securely stores the script, the email address, and a
timestamp on our server, maintaining a record of each submission.

Both the front end and the back end are hosted on the University of lllinois' cPanel web
hosting service, ensuring that the site is reliable and can handle signi cant tra ¢ without
requiring us to manage server infrastructure directly. The source code and a simple readme

to replicate the submission server setup can be found on our GitHub repository.

2.2.2 Testing Server

The testing server functions as the core component of our testing pipeline, speci cally
designed to support a range of testing applications, such as GRAIC and Verse, which are
detailed further in Section 2.3. It operates by hosting a specialized script that continuously
monitors the submission server for new submissions. When a new submission is detected,

this script initiates the testing process by launching the simulation environment, loading the
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designated simulation scenarios, and executing the tests. Upon test completion, it generates
various outputs, including videos, images, HTML les, and score logs.

To e ciently manage these outputs, another script is triggered to automatically upload
the test results to Google Drive using the Google Cloud API, integrating cloud services to
enhance data storage and accessibility. Simultaneously, the MongoDB database is updated
with links to these results and the submitter's email address using the MongoDB API.

Additionally, an automatically activated script employs the smtplib library to send
detailed test results via email to developers. This use of the smtplib library automates email
communications directly from Python scripts, providing developers with immediate feedback
on their submissions. This level of automation from submission to feedback ensures that the
entire process is seamless and requires no manual intervention, signi cantly enhancing the
user experience.

For more details about con guring the setup to accommodate inputs/outputs for di erent

simulations, please refer to Section 2.3.

2.2.3 Database & Leaderboard Website

The output server represents the nal stage of our testing pipeline and plays a crucial role
by o ering developers a comprehensive and accessible view of their performance through a
leaderboard website, accessible via this link.

This website converts the raw data logs from the testing server into a user-friendly format,
fostering competition and inspiration among developers. The architecture of the leaderboard
utilizes the MERN stack, primarily focusing on MongoDB, Express.js, and Node.js for our
implementation.

MongoDB, a NoSQL database, is selected for its ability to manage large volumes of
unstructured data e ciently and exibly. It stores results updated by the testing server and
supports dynamic queries for retrieving the latest test outcomes. Express.js, a streamlined
Node.js web application framework, manages the rendering of the webpage. It processes
requests and dynamically serves the leaderboard content, ensuring the information is current

and accurate.
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The server-side content rendering uses EJS (Embedded JavaScript templates), enabling
HTML markup creation with plain JavaScript. This templating engine is crucial for handling
GET requests, fetching necessary data from MongoDB, and dynamically producing the
HTML content that users see on the website. This method allows for smooth integration of
database content into the webpage, providing a dynamic and interactive experience for users.

For hosting, we chose Heroku due to its robust integration with GitHub, which supports
continuous deployment and integration. Heroku's platform not only simpli es development
but also accelerates the deployment process, allowing for quick updates and iterations.
Its scalability ensures the leaderboard website remains accessible, current, and capable of

managing data ow from our testing server e ciently.

2.3 Applications in Testing & Veri cation

As mentioned in the last section, the testing pipeline can be easily modi ed to di erent
testing applications. In this section, we are going to introduce the usage of the continuous
testing pipeline with two applications: a vehicle race called GRAIC [37] and a veri cation

framework called Verse [38].

2.3.1 Controller Testing with GRAIC

In this subsection, we will demonstrate how the continuous testing pipeline integrates with
the Generalized Racing Intelligence Competition (GRAIC) [37].

GRAIC utilizes the Carla simulator to provide a specialized environment for testing
vehicle controllers in racing scenarios, assuming perfect perception to focus solely on controller
performance. The competition o ers a diverse array of tracks and obstacles, meticulously
crafted using RoadRunner for track creation and Scenario Runner for simulating obstacle
behaviors, as highlighted in Figures 2.4 and 2.5. A key feature of GRAIC is the provision of
a perception oracle, which supplies ground truth perception data, allowing participants to
concentrate on re ning and testing their controller designs, as illustrated in Figure 2.6. The

primary challenge for participants is to develop a controller that can navigate all waypoints
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